At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

There's a very good chance you've heard of Fortnite, but what exactly is it? And why is it so popular
amongst young people? Fortnite is an online multiplayer "battle royale” game developed by Epic Games,
and is playable on Playstation 4, Xbox One, Nintendo Switch, PC and mobiles. It gained popularity in late

2017 and has since become the biggest game in the world, thanks to its rapid and engaging gameplay.
As with most games, Fortnite itself is a highly enjoyable and safe experience, but it pays to be vigilant,

as the safety is not water tight.

What parents need to know about

' FORTNITE

eRo'yale games have become very papular
ver thelast couple of years, and mosttendto
ffollow a very similar setup.Taking Fortnite asan
texample, 100 playersdropintoamap, loot
ildings forweapons and armour and attemptto
beatall the other players to be crowned victorat
the end.If you've everseen the Hunger Games
imovies, you'll have anidea of what this entails.
ich game can take up to 20 minutes(assuming
ittlast tothe end) and can be restarted relatively’
< 100 free players have been found

SEASONAL UPDATES

Every 10 weeks or so Fortnite is updated witha
newseason. This essentially adds newthings
like skins and emotes to the game, while also
sometimes changing up the game mapin
interesting ways. These seasons are free to
everybodyand don‘t require additional mo
o play, though battle passes foreach season
«can be boughtwith V-Bucks, A battle pass will
typically allowa playerto earn experience
fasterand gain fun in-gameitems by
completing a host of daily challenges.
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BUYING V-BUCKS

As mentioned, Fortnite does contain in-game
purchases and microtransactions in the form of
V-Bucks which can be bought with real money. If
you do decide to let your young one spend
money in the game, be sure to delete your card
information afterwards as it can be very easy to
purchase more items at the press of a few

8 buttons. It'simportantto setalimitonany
purchases (as 1they areabsolutely not

y necessary to play the game) and asuggestion

would be capping the spending ataround £50 -
this is the normal retail price of a game

TALKTO OTHER
PARENTS / CARERS

If you're concerned about play time or
spending money in the game, talkto
other parents and carers of your child’s
friends. If you approach as a collective, it
will be easierto know when their friends
are online and you don’t have toworry
about who they're playing with. It can
also help curb expectations on spending
money on battle passes and skins if yo
sticktogether.

Meet our exPerL O

BATTLE ROYALE

Fortniteisattheforefront of gaming addiction @

discussionsbecause itissopopularwithyoung people.

iBut whetheritactually contributesto gamingaddictionis
Supfordebate;WHO (World Health Organisation) have
Wclassified gaming asalegitimate addiction, butthisisnot
isolelya concern with Fortnite.Signs of addiction can
Sincludeirritabilitywhennot playing, lying about the

Famountoftimeplayed and apréoccupation with thoughts ._ '

Bto parents and carerstorecoq - P
Ractaccordinglyifthey thinktheyare developing.

of the next gaming session: Realistically, it mustbedo\‘r'm
g B

CROSSPLAY IS AVAILABLE

One of the wonderfulthings about Fortniteis that it
can be played cross-platform. This meansthat no
matterwhat platform a person plays on (PC,
PlayStation 4, Xbox One etc) they can play with
friendswho own the game on a different platform.
Todothis,an Epic Games account must first be
created online (which is free) and then linked with:
your platformaccount. Doing this removes the
age-old boundary of not being able to play together
becauseyoudon’t have the same console and opens
up awhole new world of playing online with friends.

Tol:) Tips for Farents

GAMING WITH STRANGERS

Fortnite Battle Rofle isanonline game, and as such,
there isa chance thatyoung children could come into
contact with gers whoare rand "écrlaoed into
their groups ina game. It’s difficult to predict what
another person mightsayordoina game, soit’sagood
idea for friends playing together, to be grouped togeth
The only real countermeasture to interacting with
strangers offered by Fortnite is to turn off all mic
communications, which can be done in the game’s
settings. Using outside chat apps, like Skype or Discord
while playing, is a great way to make sure you know who
you're talking to and that nobody else islistening in.

CAN DEVELOP SOME
IMPORTANT SKILLS

It’s often overlooked justhow good
gaming can beforyoung people.
Fortnite encourages team play, quick
and complex problem solving and
communication; that’s not to mention
the lightni fl can
deveiop. While taking breaks to do
other activities is of course important,
there are benefits to screen time which
mightnotbe immediately obvious.

Mark Foster has worked in the gaming industry for 5 years as a writer, editor

and presenter. He is the current gaming editor of two of the biggest gaming

news sites in the world, UNILAD Gaming and GAMINGDbible. Starting gaming
~fromayoungagewith hissiblings, he has a passion forunderstanding how

gamesandtech work, but more importantly, how to make them safe and fun.

h 20°

store. It’s worth remembering
are absol ', not
meﬁconlyandthatkv_-alt:ldt_s

IS FORTNITE VIOLENT?

A Fortnite has been rated by the ESRB
(Entertainment Software Ratings Board) as
teen, asit contains cartoony violence andthe
weapons and acts depi inthegameare
some way removed from their real life
inspirations. Characters don‘t draw blood when
shotandinstead of dying, they are simply
beamed up off the map. Naturally, players
youngerthan the recommendedage limit will
wantto play the game and that should be at
thediscretion of parents and carers.

7744
v, N\
7, \.\

LIMIT TIME, BUT BE FLEXIBLE

A game of Fortnite can last up to
20 minutes, so be flexible when
it's time to putitaway.The
approach of‘one more game'as

d'to“10 more 3
will stop anr complaintsthata
match is still ongoing. Better
still, play with your child and
take itin turns; that way you're
helping control the time played
and can keep an eye on what
they're experiencing.

PLAY THE GAME
YOURSELF

There's no substitute for sitting down
and playing the game yourself to learn
allabout it. Fortnite is available for free
onalmostanything you canimagine,
even your smartphone, so there's never
been a bettertime to getinvolved and
see whatall the fussis about. You never
know, you might even be able toimpress
Your children when you show them your
mpressive Victory Royaletally!
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At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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Many:socialmedia platforms)Instagramiincluded)havelbeen
designediinawaytokeep usengagedionthemiforasilongias
possible:Behaviouralleconomist; NirEyal,callsithisthe/Hook
Modeltandthe Instagram feediisiaigreatexamplelofithis.
Childrenand adultsmayfind themselvesscrolling totryand
getaldopaminereleaselScrollingimaybecomeaddictiveand
itcan bedifficilttostopuntilichildrenifind that’something’
theyarelopkingiforjquicklylosing track of time astheyget
deeperiintotheirinstagramifeed.

= | SLIDINGINTODMS } (4

Directmessagesi(oriDMs)onlInstagramiallowiuserstoishare
posts;images;videos)voice messagesand callslbetween
eachiother privately(orinaprivate aroup)!Eveniifiyour
child’saccountissettojprivate,anybody hasthe optionto
messagethemiandsendthemicontentiifthe/personiisnot
onyourichild'sfriendslist,the messagewillstillbesentito
theirinboxibuttheuserhastoaccepttheinrequesttoses
themessage.

¢ | INFLUENCER CULTURE |,"¢

Influencersiare’someti paidithe i5'of poundsto:
promote aproduct;service;appand muchimoreionsocial
media)Whenicelebrities orinfluencers postisuchianadvert,
theyshouldaddadisclaimersomewhereinithepostwhich
states thatthey have been paid forit: Commonly,thisis
wellhiddenlinthelhashtagsorinthelc oftheirpost,
makinglitunclearithattheirphoto/videoisactuallyanadvert.
Thisicanbeverymisleadingitolyoungpeoplewho maybe
influencedinto’buying/wanting somethingpromotediby
somebodytheyadmire, creating a false sense of reality and
potentiallyaffectingitheirmental healthand wellbeing:

what\nstagramlisiabout.

IMPACT LLBEING
O Q

In'aireportby:the RSPH; Instagramwas rankedthe
worstforyoung people’s mentallhealth:Using filtersion
photosioniInstagramican set unrealistic expectations
and createfeelingsiofinadequacy:Children'maystrive
formore'likes'by/using realistically.edited photos.
Judgingith | instotherusersionitheapp
mightithreatenitheirconfidence oriselfsworth:Iniearly
2019, Instagramibanned images ofiself-harmand
suicide;following the suicide’of14:year-old Molly
RusselliwholhadireportedlylbeenilooKing atsuch
materialionithe platform.Theysince extended thelban
tojinclude/drawings, cartoonsandimemes.
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Livestreaming onlInstagramiallowsiuserstoiconnectwith
friendsand followers inireal‘timeand commentionivitdeos
during broadcastiIfiyourcchildis accountisprivate; onlytheir
approved followersicaniseetheirstory: It'simportanttonote
theymaylhaveacceptedaifriendrequestfromsomeonethey
don‘tknow,which meansthey/could bellive'streaming/to
strangers. Childrenalsorisk sharin? contenttheylaterregret,
whichicouldbere-shared onlineforyearsito.come:Public
accountsallowanybodytoview,sowesuggestyour.child
blocksifollowersitheydonitknowilnlearly 2019 datagathered
by theNSPCC foundthat sexoffenders were grooming children
onllnstagram more than'onany.otheronlinelplatform.

2 | IN-APPPAYMENTS | &3

instagramiallows payments forproductsidirectlythrough
theapp.Itoperates underthe same rulesasFacebook

Payments, which state thatifyouare undertheage of 18,
you can only usethis feature withtheinvolvementofa

Anyone over the age
of 13 can create
anaccount

Instagramisialhugely/popularsocialinetworkingiappiwithioverilibillioniusersworldwide:Theapp, whichis
accessible'onji0Siand/Androididevices,allowsiusersitoiupload imagesiand videositoitheirfeed; createlinteractive
‘storiesjlexchangelprivate messages orisearch; exploreiand/follow/otheraccountsitheylikeiImagesand videosican
betransformedwithianiarray/offiltersitoleditthe'shot before'sharing/andianyone withianiaccount can see others’
online‘galleriestifitheinaccountiisinot private!Toimake postsieasiertofind,usersicanlinclude searchable hashtags
and captionsitotheinuploadsiThat'swhywelvelcreated thisiguideitolhelpiparentsiand carersiunderstandiexactly

HOOKED ON SCROLLING EXPOSINGLOCATION =@

Rublic locations can be added toauser’s photos/videos
and alsoitoitheirstories;Whilethismay'seem like aigood
ideaatithetime, it caniexposethe location of yourchild.

Thislisparticularlymorelofariskifitisonitheirstory,asit
isrealitime. Aphotowhichlincludesilandmarksinithe area,
theirschool uniform;streetname; houseiand‘even
tagginginithelocationiofthe photoluploadedto
Instagramicaniexpose the'child’sllocation, making it.easy.
tolocate'them: Iftheiraccountisipublic,anyone can
accessitheinaccountand seetheirlocation.

3 | HUACKEDHASHTAGS it

Hashtagsare anlintegral partofihow/Instagramworks;but
theycan.comewithirisks.One personmay useaseemingly.
innocentthashtag withione particularthing in'mind,and
before youknowithundreds of people could be using the
same hashtagforsomething inappropriate or.dangerous
thatyour.child shouldn'tlbeexposedito.
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InstagramMV/(IGTV) works similartoYouTube:Users can
watchvideosfromfavouriteaccountsionithe platformior.
createtheinownichanneland post theirownwideos: It’s
importanttonoteanyonecanicreateaniinstagramiTV.
channeliand doesn'thaveto befriendswithapersonito
followaniaccountandwatchitheirvideos:n2018
Instagramapoloaised and removed some of itsTV.content
whichifeatured sexuallysuggestive imagery.of children:As
thefeaturemayencourage spendingmore time using the
appit'simportanttoiset timellimitstoavoid children'sisleep
oreducationbeingdisturbed.
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RESTRICT DIRECT MESSAGES

If your child receives a message from somebody they do not
know, encourage them not to accept their message request:
and ‘block’this person; this is the only way to'stop them
messaging your child again. Children can also‘tap and hold*
theindividual message toreportit directlytoinstagram as
well'asreporting the account itself.

'\ (o oy
MANAGE DIGITALWELLBEING FILTER INAPPROPRIATE COMMENTS

Instagram now has an in-built activity dashboard that allows
users to monitorand control’how much time they spend on
the app. Users can'add a‘daily reminder’to set alimit on how
muchtime they wantto spend on Instagram, prompting
them to considerifits beenitoo long. In addition, once users
have caught up with all the previous posts since they last

Instagram has an ‘anti-bullying'filter, which hides comments
relating to a person’s appearance or character, as well as
threats to a person’s wellbeing or health. The filter will also
alertInstagram to repeated problems so that they can take
action against the userif necessag. This is an automatic filter,

which should always be enabled: Children can also'report
abusive behaviour or inappropriate/offensive material
directly toInstagram from the app. This includes posts,
comments and accounts.

TURN OFF SHARING

Even though this feature will not stop geople fromtaking
screenshots, it will'stop others being able to directly share
photos and videos from a story as a message to:another
user. This feature can be turned off in the settings. We also
recommend turning offithe feature which automatically
shares photos and videos from a story to a Facebook
account.

REMOVE PAYMENT METHODS

If you are happy foryour child to have a card associated
with theirInstagram account, we suggest addingaPIN
which needs to be entered before making'a payment; this
will also helpcrrevent unauthorised purchases. This can be
added in the payment settings tab.

DON'T FORGET TO BE VIGILANT & TALKTO
YOURCHILD ABOUT THEIR ONLINE ACTIVITIES! o
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*NEW FOR 2020* INSTAGRAM REELS

Instagram Reels is the latest update from Instagram that
givesiusers the ability to record and edit15-second multi-clip
videos with.audio, effects, and new creative tools. It is the
apps answer to TikTok and'can be accessed via the Stories
feature. Reels canbe shared with friends and family,
however, if your child has a public account, it could be shared
widervia‘Explore’ and viewed by millions of strangers online.

= logged on, they!'ll receive a‘You've completely caught up’

i message. Both features can help you have a conversation
LOOKOUT FOR #ADS *

with your child about how much time they are spending on
In 2019, the UK's Competition and Markets Authority ]

the app and to set healthy time limits.
launched aniinvestigationinto celebrities who were posting |
adverts on social media and not declaring that they were I PROTECT PERSONAL INFORMAT' N
pald for.Influencers must clearly state that they have been T " %
paid fortheir posts, forexample using a hashtag like #ad or §  Yourchildmayunknowingly give away personal
#sponsored. Teach your child to look out for the signs of a | information on their profile orin their live streams. Talk to
paid post/advert and discuss with them that not everything them about what their personaliinformation is and make

they see from celebrities is their personal choice and sure thatthey donot disclose anything, including their
opinion. location, to anyone during a livestream, comment, direct

message or any other tool for communication on the
MANAGE NEGATIVE INTERACTIONS

platform, even to their friends.
If yourchild'is receiving unwanted or negative comments, USE A PRIVATE ACCOUNT
they can blockthat account so that they can'tinteract with 5 - <
them.This stops them seeing and'commenting on their By default, anyimage orvideo your child uploads to
posts, stories andlive broadcasts. In addition, your child can Instagram isvisible to anyone. A private account means that
instantly delete unwanted comments from their posts, turn you have to approve arequest if somebody wants to follow
them of‘; completely and control who can tag and mention you and only people youapprove will seeyour postsand
them in comments, captions or stories, from everyone, only videos. Children should also usea secure password and
people they follow, or no oneatall. enable a two-factorauthentication to add an extra layer of
security totheiraccount.
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Meet our expert

ParvenKaurisasocial mediaiexpertand
digitalmediaiconsultant wholispassionate
aboutimprovingidigitalliteracyforparents
andichildrensShe hasiextensive experiencelof:
\workinglinithe'socialmediaarenaandisithe
founderofiKidsINClicks,awebirespurce
hel;ﬂing parentsiand childrenithriveiinia'digital
world:
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety withtheirchildren;should they
feelitis needed.This guide focuses on one game of manywhich We believe triisted adults should be aware of. Please visitwwwinationalonlinesafety.com forfurther guides; hints and tips foraduits.
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\What'ParentsiRiCarersiNeed to'know about

Withimore thani50millionusersiworldwide;Robloxisione of themost populdrvideo games of recent times. Roblox allows Uisersito credte
theirownigdming experiencesiusing RobloxStudio:building levels and games thepdllowing other people toiplay them. Simildrly;players
canipldyedachicthersicreations;eitherontheirowniorwithiother peopleonlinERVRISItE

No Age Rating

Roblox is rated 7+ by PEGI, but the
platform itself doesn't have a
minimum age requirement. It
does ask for a date of birth when
registering, but this can be easily
fabricated. The sheer quantity of
games available on Roblox means
that some will fall into teen/adult
categories. Users can also interact
with each other freely — and the
game has, historically, attracted
scammers, griefers and online
predators.

T T

In-App PurChE;ses (8

Robuxis the in-game currency
used to buy things like special
outfits or emotes, and to play
certain sections of the game. A
subscription service (costing
£4.99 per month) called Roblox
Premium offers more privileges
and more in-game currency.
Robux can also be purchased in
batches, for up to £4.99. Children
can easily pay for these, or
purchase a membership,

_ without realising it.
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* Online Predators |

Chat Functionality

Users can join group chats with
almost anyone through the Chat
& Party function. While the chat
has somefilters, predators still
try to find ways around these to
prey on young children. There
have been recentreports of
adults pretending to be children,
attempting to groom younger
players and encouraging them
to chat privately inan
unmoderated environment
away from the game.

ODers

An‘ODer’ (online dater) joins Roblox
to find someone to ‘date’ online.
While there’s nothing inherently
wrong with finding love on the
internet, itbecomes anissueina
space that's populated by children
and young teens, like Roblox. Online
dating is against Roblox’s
community guidelines, but certain
player-built games on the platform
are specifically for‘ODers’ and
should be avoided by children.

=

Roblox’s developers aim to maintain a safe place for children; they employ human moderators for their players protection. But there will, sadly, always be individuals who try to bypass these
safeguards so they can chat to children and attempt to communicate outside the game. Anyone asking for your child's personal information or to talk privately should be blocked and reported

1

Advice for Parents & Garers

~

ﬁake Note of Ratings

Recent press reports drew attention to Roblox‘s issues with potentially offensive
content. Some players were using Roblox Studio to create games featuring nudity, talkto and which games they can'play. To enable these, add youremail address
sexual activity and extreme political views.In response, Robloxis introducing'd toyour child’s accountthroughithe Security menu, and create a secure PIN to'stop:
ratings system which will rank content by age appropriateness, with clear 3 settings being tampered with. Then head into the Privacy menu where you can
warnings if a game s notsuitable foryounger players. / \

apply moderation toin-game chat, personal messages, invites and more.
ﬁ)isable Messages

It's advisable toblock all messaging if you have concerns overyour child’s safety. If they're
playingwith friends they know in reallife, encourage themto chatin anotherway (like on
the phone), soyouknow exactly who they're talking to and how-Accounts can be tweaked

to allowmessages from specific groups of people; such as friends or.users thatyour child
follows.

rSet Parental Controls

Roblox has controls that allow parents to moderate who their children can

Ssph

(" Block and Report

To report players in a game, find the Robloxsymbol on screen (or the ‘Settings?button
on some devices): Identify the offending player and click the flag icon: Clarify whythe
player is being reported by choosing areason fromthe list. it you think a particular
gameis inappropriate, you can also flag it fora moderator to check by following the
same steps but selecting ‘Game’instead of ‘Player’.

Encourage Creativity &

Itcould prove alittle too complexforyounger children, butRoblox Studiois a great place to start learning the fundamentals of game design: Many budding developers have

created Robloxgames which have become popular.among the community. There are plenty of tutorials on making games onsites like YouTube. You never know, your child’s
creation might be the next big thing! 3

Meet Our Expert

Mark Foster has worked inthe gaming industry for several years as awriter, editor and
presenter. Heiis the gaming editor.of two of the biggest gaming news sites in the world,
UNILAD Gaming and GAMINGbible. Starting gaming from a young age with his siblings,
he has apassion forunderstanding how games and tech work, but more importantly,
how tomake them safe and fun.
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At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they
feeliitis needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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ITISILLEGAL

Sextingjisillegal ifyou'share, make, take, or distribute AR e Although some childrep willingly exchange
anindecentimage or video of a child underthe age of i messages, images, or videos, many may.

18, Itiis an offence under the Protection of Children Act ¥ i T f regretsharing them after they'vebeensent.
(1978), the Criminal Justice Act (1988), and under i ) i &5 | Once itsout there, there’sno going back and
section 67 of the Serious Crime Act (2015). Sexting or # ! : 5 your child may fee[ashamed, vulneltable, or
‘youth produced sexual imagery’ between children is 1 ] o anxious ab.out the imagery resurfacmg later,
stillillegal, even if they are in a relationship and any : F especiallyifa relationship or friendship has
images are shared consensually. broken down.

PERCEIVED AS‘BANTER’ | & ((NO CONTROL

Manyyoung people under 18 see sexting as‘banter’ Once aphoto orvideois outthere, there’s
and an easy way to show someone that they like and - E no way of knowing how many people have
trustthem. Whilstitisacriminal offence, the reasons E i ST saved it, tagged it; or shared it. Children like
fortakingand sharing'can be veryinnocentand all - g B toshowofftotheir peers and, suddenly, an
part of growing up, understanding their own image has gone beyond itsintended
sexuality, and establishing a relationship. However, recipient to classmates, friends, and even
whilst mostimages and videos are taken and shared strangers. Once aniimage or video has been

willingly, there can be unintentional consequences, shared online, there’snothing to stop it
embarrassment, humiliation, and emotional hurt: being archived and repeatedly shared.
-
\/

. e,
Sexting can also expose young adults to the risk of being exploited by paedophiles or sexual predators, who then use images to extort additional photos, sexual favours, and sometimes money from
victims.Your child may also feel pressured into sexting so they'don’t come across as boring; orthink it’s away to show someone they care for them.They may feel under pressure to give in to repeated
requests or.feel'obliged to share sexual messages andimagery which couldthen be used against them as a form of bullying orintimidation.
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j, THINKABOUT LANGUAGE USE BLOCK & PARENTAL CONTROLS

Teenagers often prefer to use the word ‘nudes’ Show your child how to use the

Let your child know that once they have sent a message,

f to’sexting’. One reason for this is the block button on their devices and e . they are no longer in control of it and the messages,
| w normalising of this behaviour; heris that favourite apps to stop people L images and videos that they may intend to share with one
1 | most children always feel a sense of sending them unwanted ‘M e ° individual may end up where the whole world can have
! embarrassment when discussing any issue with messages. You canalsosetup « ° access to them. Even if they completely trust someone,
| theword‘sex'init. Sexting an image could also \\_ parental controls with your ‘_.t other people using their phone might accidentally see it.
‘[ . bedescribed as an ‘inappropriate selfie’ Using internet service provideroron @ " a And, later in life, it may affect their online reputation,
' this term with your child might make the your child’s phone to stop them @ C especially if universities, employers or future partners

discussion less embarrassing. 4

from accessing harmful content.

DISCUSS THE LEGALITIES

access the imagery.

TALKTO YOUR CHILD

Encourage open dialogue about appropriate Children and young people may If an image has already been shared, either your child or you
information to share with others, both online and not realise that what they are should speak to the person that the image was shared with
offline. Show that you understand that sexting can doing is illegal. Ensure that your and ask them to delete it. You can also use the report button
be about finding out about nudity, bodies and child understands that when . onawebsite where the image was posted. Speak to your
exploring their sexuality, but explain why it’s they are aged under 18, itis . child’s school as they may be able to confiscate phones if
important to think twice before sharing against the law for anyone to they know that they have sexual imagery stored. If you
something. Show that you are approachable and take or have a sexual photo of believe the child was forced into sending the message,
understanding and discuss what a healthy and them - evenitis a selfie and even a report this to the police. You or your child can also report
trusting relationship with a partner looks like. when the activity is consensual. J the content to a child protection advisor at the CEOP.

N

Meet our expert
JonathanTaylorisanonline safety expertand former.
Covertinternetinvestigatorforthe Metropolitan Police.He
is aspecialistinonline grooming and exploitation and has
worked extensively with both UK andiinternational'schools
in delivering trainingand'guidance around the latestonline
dangers, social media'apps and platforms.
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they feel it is needed.
This guide focuses on one app of many which we believe trusted adults should be aware of. Please visit www. nationalonlinesafety.com for further guides, hints and tips for adults.
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-hearted and amusing. However, some
clips have been reported for featuring drug and -

aicohol abuse, themes of suicide and self-harm, ‘ A :

oryoung teens acting in a sexually suggestive way.
The sheer volume of uploads is impossible to

moderate entirely - so it is possible for a child to be
exposed to explicit and age-inappropriate content.

COnnectmg with others is slmple on TikTok

including commenting on and reacting to

users’ videos, following their profile and
their content. The majority of

these interactions are harmiess, but - because Y]

ofits abundcnoe of teen users — TikTok has

experienced problems with predators
! contacting young people
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Meet our expert‘

Parven Kaur is a social media expert and digital media

wha is passi about improving digital
literacy for patents and children. She has extensive
experience in the social media arena and is the
founder of Kids N Clicks: a web resource that helps
parents and children thrive in a digital world.

&) www.nationalonlinesafety.com Y @natonlinesafety

: TikTok pnmanly revolves around
| dancing to music. Inevitably, some
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videos of users lip-syncing and

featured songs will contain explicit orsuggestive
lyrics. Given the app’s young user-base, there is a
risk that children may view older users’ videos
and want to imitate any explicit language or
suggestive actions.
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addictive. it can be hugely entertaining - but that
also makesithard to putdown. Aswellasthe
punchy nature of the short video format, the |
app’s ability to keep you intrigued about )
what’s coming next mean it's fora f
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If under 18, supervision
of a parent or legal
guardian required.

The apb has created its oown celebrities:
Charli D'Amelio and Lil Nas X, for
exompb, were catapulted to fame by
- exposure on TikTok — leading to many
more teens ing to go viral and
‘;bécsp‘ome “TikTok famous”. While most
stars hoping to be ‘the next big
mmgn\gm find it difficult, setbacks may
in turn prompt them to go to even more
drasticlengthstogetnotnced. )

There sani m—app opmonto purchasev’l’k‘l’okcmns’
whnchuretlmcomer&dmtod:gnul rewards for
sending to content creators that a user likes. Prices
range from 89p to an eye-watering £39 bundie.
Buying coins is now restricted to over-18s - but

. TikTok doesn't require users to verify their age on
sign up, soayoungpersoncowdecsiyuccessmls
teomreiftl'leyweredetetmfned
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@nationalonlinesafety
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they
feelitis needed. This guide focuses on one app of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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HATSAPP “

16+

in UK & EU;
12+ rest of

WhatsAppis the world's most popularmessaging service, with around two billion Users exchanging texts, photos, videos anhd documents,
and making voice and video calls. The app offers end-to-end encryption, meaning messages can only be read by the sender and the
recipient(s). Not even WhatsApp can read them. Updates toits privacy policyin2021reportedty caused millions of users toleave the app.

Butthe hew policywaswidely misinterpreted:it onlyrelated to WhatsApp's business features, not to personalmessages.

‘Prize’ Scams

WhatsApp users occasionally receive messages from
unauthorised third parties or fraudsters pretending to
offer prizes — encouraging recipients to click a link to win.
A common scam involves a warning that someone’s
WhatsApp subscription has run out: aiming to dupe them
into disclosing payment details. Other scams include
instructions to forward a message to earn a gift or reward.

Enabling Fake News

WhatsApp has unfortunately been linked to
accelerating the spread of dangerous rumours. In India,
some outbreaks of mob violence were reported to have
been sparked by false allegations shared on the app.
WhatsApp itself took steps to prevent its users
circulating hazardous theories and speculation in the
early weeks of the Covid-19 pandemic.

Connections with Strangers .‘ \

To start a WhatsApp chat, you need the mobile number of
the person you want to message (they also need to have
the app). WhatsApp can also access the address book on
someone’s device and recognise which of their contacts
use WhatsApp. If your child has given their mobile number
to somebody they don't know, that person could then use
itto getin touch via WhatsApp.

x 2
O

Disappearing Messages

With ‘disappearing messages’, users can send messages that
vanish from WhatsApp after seven days. A new feature also
erases photos and videos from chats after they’ve been
viewed. These files can't be saved or forwarded on, making
monitoring what children are discussing problematic — and if
someone sent your child an inappropriate message, it would be
difficult to prove. Content can be reported to WhatsApp,
however: ensure your child knows how to do this.

‘Only Admins' and Cyberbullying

Group chats and video calls are great for connecting with
multiple people in WhatsApp, but there is always the
potential for someone’s feelings to be hurt by an unkind
comment or joke. The ‘only admins’ feature gives the
admin(s) of a group control over who can send messages.
They can, for example, block people from postingin achat,
which could make a child feel excluded and upset.

Live Location Sharing

The ‘live location’ feature lets users share their current
whereabouts, allowing friends to see their movements.
WhatsApp describes it as a “simple and secure way to let
people know where you are.” Indeed, it is a useful method
for a child to let loved ones know they are safe. But if your
child is in a chat with people they don’t know, it means they
will be exposing their location to them, too.

= .Advice fo \Rarents & Carers ‘
L ol bousiocig ()

Ifyour child receives spam or offensive messages, calls or files from a contact, they
should block them. Communication from a blocked contact won't show up ontheir
device and stays undelivered. Blocking someone does not remove them from your
child’s contactlist — they would also need to be deleted from the device's address
book. The option to block someone is on their contact info screen. -

Report Potential Scams

Advise your child notto engage with any message that looks suspicious or.too good
to be true. Whenyour child receives amessage from an unknown number forthe
firsttime, they will be given the option to report that number as spam. They can also
reporta contactor a group as spam by tapping on the contact or group name to
open their profile and scrolling downto‘reportspam®

Even though someone would need your child’s phone numberto add them as a contdct,
as an extra precaution it’s worth altering your young one’s profile settings to restrict who
can see their photo and status. The options dre ‘everyone’, ‘my contacts’and ‘nobody.”
Choosing one ofthe lattertwo ensures their profile is protected.

Use Location Features Sparingly

Ifyourchild needs to use‘live location’ to showyou or their friends where they are,
advise themto share theirlocation only for as long as they need to. WhatsApp gives
‘live location* options of 15 minutes, one hour or eight hours. However, your child can
manually.choose to stop sharing their position at any time.

Fact-Check Messages

____-—ww
Create a Safe Profile J

Leave a Group

Ifyourchildis part of a group chat that makes them feel uncomfortable, or has
been added to agroup thatthey no longerwant to be part of, show them how
to use the group’s settings to leave. If someone exits a group, the admin can
add them backin once; if they leave asecond time, itis permanent.

Delete Accidental Messages

Ifyour child has posted amessage in the wrong chat or sent a message that they
immediately regret, they can delete it. Tap and hold on the message, choose “delete’ and
then ‘delete for everyone. WhatsApp allows seven minutes to delete a message after it’s
sent - butit's important to remember that recipients may have seen (and taken a
screenshotof) a message before it was deleted.

You can now fact-check messages that have been forwarded atleast five timesin WhatsApp, by double-tapping the magnifying glass icon tothe right of the message. From there, your
child canlaunch d Google search and decide for themselves whether the message was accurate ornot. It's a good way to encourage young people to question things they:see online.

N ]

Meet Our Expert

Parven Kauris a social media expert and digital media consultantwho is
passionate aboutimproving digital literacy for parents and children. She has
extensive experience in the social media arena and is the founder of Kids N
Clicks:aweb resource that helps parents and children thrive in adigital world.
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Users of this guide do so attheir own discretion. No liability is entered into. Current as of the date of release: 05.08.2021




At National Online Safety we believe in empowering parents, carers & trusted adults with the information they need to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints & tips for adults.

= 3 YouTube

@ Your Child .

APPLY ‘RESTRICTED MODE’

Restricted' mode helpstohideanymature'orunpleasantvideos
fromyour.children?it usesYouTube'siown disy &
looksatwhatotherusersflagiasinappropriate content. It must
beienabledinithesettingsmenulon eachiindividual device.

CHANGE WHO CAN SEE VIDEOS

Youicanichange whoicaniviewyourchild’s contentin'the:
settings. Optionsinclude Public(availabletoiall); Private
(onlyavailable'to peoplelyoushare itwithi& cannot be
hared)iorUnlistedi(availableitopeople youshareitwith ' A
&can be shared further). { ﬁ"
31
BLOCK CONCERNINGUSERS ©

"Tohelp protectyourichildfromcyber-bullies, harassmentor
persistent offensive comments,youcan'block’individual
users.Doingsohidesyourchildisvideos fromithe user&

W}lat arent:s need [vo know about ‘ stopsthe userbeingable contactyour.childinanyway:

®) (®Y CUSTOMISE THEIR EXPERIENCE
Influence & control whatyour child watchesusing features

y suchias'Rlaylists((youriviteosplay.continuouslyratherthan
,, videos YouTube r_ecommends) &Subscriptions (youchoose

channelsyourchild caniwatch).It!salsoigood to'turn offauto
play by togglingithe'bluelbuttonalongsidethe’UpNext title
wheniviewing avideo.

CREATE A ‘FAMILY’
GOOGLE ACCOUNT

WwatchVideocontent. All different types of
mformat:on, adv:ce & entertamment are

te&comment onit. As a parent,
portantyoutnderstand exactly what
ntent yourlchlldren mightbe seemg

INAPPROPRIATE CONTENT

USERS CAN PRIVATELY
EASY TO ACCESS

CONTACT YOUR CHILD

Any child with a Gmail account can sign into
YouTube & access videos. Some content is
flagged ‘age-restricted’, but the platform
relies on self-verification, meaning kids can
getaround the rules with a fake date of birth.
This could enable access to vulgar, violent &

When your child is signed-in to YouTube
with their Gmail account, there are
various ways they can send & receive
messages. This could be via the
messages icon, or via the ‘About’ tab.

CreateaGoogleaccountitolbe usedby
the whole family. Thiswillallowyou'to

monitor exactlywhatyour/childis watching, m

uploading &sharing. Plus,your.child’s
YouTube page willdisplaytheirrecently
watched videos, searches, recommentded

Thereis scope here for users who your

child does not know to make contact. islepsEaliugesied channels; e

GET'YOUR OWN ACCOUNT

Create'yourownaccountsolyouican explore featuresyourself.

Learnhow toflagiinappropriate videos; howtomoderate

comments&howtoblockusers. Thiswillhelpyoufeelmore
fidentiwhen providing advice & cetoyourchildren.

dangerous videos.

YOUTUBE SUGGESTS
RELATED CONTENT

YouTube will often ‘auto play”

videos based on your child’s viewing
habits. The aim is to show related &
appropriate content. But the problem
is: it’s possible your child will be
exposed to inappropriate content
thatisn’t accurately related.

‘CHALLENGE VIDEOS’
CAN GO TOO FAR

Challenge videos refer to a stunt you're
encouraged to recreate & film. Many
challenge videos can be harmless & for
a good cause, like the Ice Bucket
Challenge. But some are dangerous &
even life threatening, such as the Bird
Box Challenge.

BEMINDFUL OF
CYBERBULLYING

Onceyourchild has posted avideo,a

worldwideaudience canisee it. Strangers

may/chooseto commentonthe video;both

positively &negatively.So) be careful tocheck
comments&any.otherinteractionsyourchild i
ismakingthroughitheplatform. 2

SHARING VIDEOS RISKS
YOUR CHILD’S PRIVACY

If your child has a Google account, they
can upload their own videos. To do this,
they must create a personal profile page
known asa‘YouTube Channel’, The videos
uploaded here can be viewed, commented
on & shared by anyone. This could put your
child’s privacy at risk.

GET TO KNOW POPULAR
CHANNELS

It'sgood tolknowwhichich Isare most popularwith your
childreniSomeoftheimost popularichannelsright now.are:
PewDiePie, NigaHiga,Zoella; KSI;JennaMarbles, Markiplier,
Smosh, ThatcherJoe & CasperlLee,

DON'T'ASSUME YOUR
CHILDISTOO YOUNG

YouTube and YouTube Kidsarequickly becoming
thechosenviewing platformsforichildren
betweentheagesof 3:15 &it’slikely this trend
willlonlyincrease:It/salsopossible childrenwill ©
become familiarwiththeplatformatayounger&
youngerage.Soit’simportanttounderstandithe
positives & negatives ofithe platform.

Meet our exper{

Pete Badhis a writer with over 10+
years inresearch and analysis. Working
within'a specialist area for West
Yorkshire Police, Pete has contributed
work which has been pivotal in
successfully winning high profile cases
in court as well as writing as a subject
matter expert forindustry handbooks.
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